
Achieving Sustainable 
Compliance 
A central reporting tool can streamline compliance reporting 
across the entire organization, enabling them to meet dynamic 
compliance requirements quickly and efficiently

Compliance is a critical issue that nearly all organizations have to deal with in some 

way, but it’s an issue that backup software vendors have abjectly failed to address. 

Rightly so, developers have been focused on moving data from disk to tape quickly 

and efficiently and had no idea that one day regulators would be requesting proof and 

documentation. As a result, reporting was not a development priority, making it dif-

ficult if not impossible to produce reports required for compliance reporting today.

Compliance Requirements are Growing Increasingly Complex
Nearly all organizations—whether they’re big or small, public or private, physical or 

virtual—have some sort of compliance requirements. They have to show internal and 

external regulators that their business information—particularly financial information 

as well as customers’, partners’, and employees’ personal information—is protected. 

If the information is not protected adequately, the organization must show how it 

plans to remediate the issue. This end-to-end, womb-to-tomb protection protects 

critical data as it flows through the business systems that make up an organization’s IT 

environment. 

This, of course, doesn’t mean that every system will be audited on a regular basis from 

now until perpetuity. Part of the compliance process is identifying the discrete subset 

of systems that need to be audited as a control. Typically, an organization’s audit serv-

ers will be eight to ten percent of the overall server environment and represent the 

most critical assets in the IT environment. 

Organizations are also required to provide validation that internal controls in the form 

of data protection policies have been set and that key data protection metrics are be-

ing monitored, collected, and analyzed. This includes backup success and failure rates, 

restore testing, media testing, media expiration, and media location. This ensures that 

business information is being protected throughout its entire lifecycle. It’s not uncom-

mon for auditors to show up, ask to see job A, B, and C and require that a backup 

administrator prove that the data can be restored. If that means a fieldtrip to Iron 

Mountain, so be it.

W h i t e  P a p e r

“Regulatory compliance to standards 
like SOX are a huge deal, in both the 
actual execution of data protection, 
as well as assuring one’s compliance. 
Auditors often demand complete 
transparency into a company’s data 
and the underlying IT environment to 
make sure that the data is protected 
and secured. The problem is that com-
panies might have tens of thousands of 
end points that don’t have this level of 
visibility into their networks. It’s just 
too complex.”

- Jason Buffington 
Senior Data Protection Analyst 
Enterprise Strategy Group (ESG)
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Auditing and Compliance Create a Huge Burden  
on the IT Organization
Unfortunately, meeting auditing requirements can be a major 

burden on even the most well-funded IT groups. Compliance 

risk can be measured by more than just fines and penalties. The 

process of proving compliance requires additional workload by 

the IT team. Typically, organizations will set up a compliance 

committee made up of stakeholders from across the business 

and the IT department who set and standardize audit require-

ments. Then, one of the IT members creates a series of scripts to 

capture pertinent data and compile it in reports. 

The administrator—or team of administrators in large organiza-

tions—must then fulfill multiple auditing requests per week 

for both internal and external auditors. Stakeholders often lose 

reports and request extraneous or repetitive reports. Regulatory 

bodies rotate auditors, making organizations “start over” as each 

new auditor has their own preferences when looking at data. 

The volume of requests can easily swamp administrators, pre-

venting them from doing much more than scripting, compiling, 

and reporting. Wash, rinse, repeat.

Unfortunately, the compliance landscape is only getting bigger 

and more complex. New laws and regulations are being passed 

every year, and organizations keep expanding into new markets 

with their own unique regulatory landscape. As a result, com-

pliance auditing is becoming an enormous drain on human 

capital, making it critical that organizations reduce the time 

spent producing compliance reports and sharing those reports 

with stakeholders.

Sustainable Compliance Requires Policy 
Enforcement, Accurate Information and  
Integrated IT Operations
There is, however, a way to maintain a sustainable compliance 

posture that meets all regulatory requirements in a cost efficient, 

streamlined manner. Administrators can’t be firemen called at a 

moment’s notice to compile this report or that report, rushing 

around, trying to collect data from all over the environment at 

once. An inability to standardize compliance reporting leads to 

inaccurate and incomplete audits, administrative nightmares, 

a reshuffling of IT priorities away from strategic projects, and 

costly, disruptive surprises.

Organizations need to have methodical, well-planned 

practices and policies in place. The audit committee needs to 

meet once a month to update policies, ensure existing policies 

are being met, and plan for future compliance requirements. 

Everyone needs to know their role and procedures need to be 

met and enforced.

Administrators need to be armed with timely, accurate 

information about data protection status. Information is power. 

Administrators need to be able to respond to audit requests 

quickly and efficiently without sapping resources away from 

more strategic projects. A paper trail needs to be documented 

and shared easily with all stakeholders to prove that the organi-

zation is indeed doing what it is required to do.

Compliance is a holistic issue, and auditing should be integrat-

ed into core IT operations. Clear accountability throughout the 

IT apparatus needs to be determined and roles should be clearly 

defined. There needs to be infrastructure in place that allows 

audit requests to be made, met, and documented quickly and 

efficiently.

An enabling technology needs to be present. Backup soft-

ware does a great job of backing up data but lacks the ability 

to provide clear reporting for compliance. A third-party vendor-

agnostic solution needs to be deployed to gather, store, and 

export compliance information.

APTARE StorageConsole in the Data Center
APTARE StorageConsole provides organizations with a single, 

unified view into the storage environment, automatically collect-

ing management information across distributed infrastructure. 

Administrators can view the management information—from 

utilization to backup status—in APTARE’s central manage-

ment dashboard and export hundreds of out-of-the-box and 

custom reports.

APTARE automatically compiles the information in real time, so 

compliance reports can be generated quickly and efficiently 

from the APTARE database instead of collected from thousands 
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of disparate components deployed across huge infrastructures. 

By using a single port to continuously update the Oracle 10g 

database that sits across the StorageConsole platform, APTARE is 

highly scalable and can handle large volume of data collection.

As a result, APTARE customers have been able to compile 

compliance reports that include tens of thousands of backup 

jobs spanning dozens of data centers in mere seconds, mak-

ing it easier to identify, meet, and prove dynamic compliance 

requirements.

Some of the features APTARE can provide to help  
you include: 
• Allowing you to set up your own dashboard and then drill 

down in the details of the errors

• See what tapes jobs were backed up to regardless of the com-

plexity of the environment

• Prove your audit trail by documenting what you’ve done to 

resolve issues including opening trouble tickets

• Create audit groups to see only the servers under review

Sample Screen Shots
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Conclusion

Compliance requirements are only getting more complex. 

Organizations spin their wheels and spend precious IT 

resources to compile compliance reports; resources that 

can be better utilized on more strategic projects. How-

ever, sustainable compliance can be achieved. APTARE 

provides organizations with a central storage reporting 

tool that automatically collects backup information across 

platforms in real time. The data is stored in a secure and 

scalable database where it can be exported in the form 

of compliance reports for both internal and external 

stakeholders.

Visit APTARE.com to learn how StorageConsole solu-

tions can help streamline and maximize your compliance 

reporting efforts.

http://www.aptare.com

